Technology, meet Humanity.
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Hybrid Cloud Monitoring

KEY BENEFITS

Expand visibility — Consolidate views
of all your IT resources. If telemetry
data is available, you can map,
monitor, and manage systems health,
dependencies, and billing

Control cost — Eliminate cloud
sprawl expenses with visibility into
orphaned instances in public cloud
environments and save time and
resources with better visibility
Enhance service delivery — create
custom views, permissions, reporting
by user, etc. to ensure your team’s
time and workload is optimized
Improve security and compliance —
Detect system anomalies with event
logging capabilities to automate
responses, allowing employees to
send emails or suspend activity. With
HIPAA, PCI DSS, Soc 2, and FedRAMP
Moderate-Ready compliance inside of
FISMA High facilities
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Solutions built for performance,

backed by SLAs
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Securely monitor and manage
your entire IT ecosystem from
a single pane.

Get comprehensive observability and control with Opus Interactive’s Hybrid
Cloud Monitoring. Map your environment - from circuits to satellites. Know what
you have, what the health of each component is, what dependencies are in your
network, who’s accessing your environment and when/how they’re interacting.
Solutions are built to ensure the utmost in visibility. Tailored views, by permission type
ensure your team has efficient system management in a single pane.

HIGH VISIBILITY WITH HIGH SECURITY AND COMPLIANCE

Hybrid IT is the new norm. Legacy systems that worked within on-prem, cloud, or colocation
environments are being replaced by new systems that disperse workloads across a mix of
hybrid and multi-cloud networks. Streaming, collection, compute, and storage workloads
are distributed to connected environments where they make the most sense for cost and
performance.

Visibility of your hybrid and multi-cloud environment. Get complete visibility
into the health and availability of your network, storage, compute, operating systems,
applications, and facilities. Pre-built monitoring templates are available to get you started
with full view of on-pre and public cloud environments, regardless of region or zone. Ensure
service health from a single pane view, with automated alerts on performance exceptions.

ST k,
N N PCl A ) certified
;::;::L ;“;:L“;:J““nlogy OHIPAA mgﬂés[ﬂmg;

U.$. Department of Commerce Q

( FedRAMP




Discover and map all your public cloud services and infrastructure. Discover
and keep track of changes in your public cloud environments automatically. See any
dependencies across technologies and vendors for your entire IT universe—in the cloud
and on-premises. Stay up-to-date about your dynamic public cloud resources, as they are
added and removed.
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Get ecosystem and role specific visibility. Segment visibility by user, business unit,
geography, technology, and many other profiles to ensure your team is operating with the
fastest view of data, relative to their position using built-in, best practice-based dashboards.

Speed up troubleshooting and meantime to resolution. Proactively detect and
be alerted on configuration changes and performance issues. Utilize runbook automation
for immediate response to performance or availability degradation as well as configuration
changes. Easily navigate relationships across hybrid components on-prem and hosted off-
site to speed problem resolution.

Ensure security and compliance. As hybrid and multi-cloud strategies are adopted, the
endpoints in the IT ecosystem grow and overall solutions get increasingly more complex.
Ensuring security is address at every facet of your solution is key. Monitoring is no exception.

Security and compliance with Opus Hybrid Cloud Monitoring includes:

Application

v Software development security practices include OWASP Top 10, annual developer
training, peer code-reviews, multiple gate-checks for code release
Inclusion of security considerations in product design phase

v Major software versions verified for compliance with security posture

v Customers regularly engaged to update security certificates (e.g., SSL)

Users

V" User logins protected by multi-factor authentication

v" Configurable password requirements, SSO, and granular role-based access align with
corporate policies for each customer

Data

v" Data collection and transmission secured with white-listing, SSH tunnels,
PhoneHome methods, and ‘Least Privileged’ access to each customer environment

V" Stored data protected with AES encryption

v Data Communications protected via Transport Layer Security (TLS)

Physical Security and Compliance

V" High security Tier lll and FISMA High-rated data centers with 24x7 security

v MFA badge entry required at all 8 entrances to equipment

v" Visitors must be escorted by employees at all time

v Annual audits and verification for PCI DSS, HIPAA, Soc 2, and FedRAMP
Moderate-ready compliant hosting environment

Employee background checks and secure remote access via VPN

First end-to-end IT infrastructure monitoring solution named on the U.S. Dept. of
Defense Information Network Approved Products List (DoDIN APL)

v Each major software version certified for DoDIN APL, SOC2, and GDPR
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About Opus Interactive

Founded in 1996, Opus Interactive has
earned a reputation for complex hybrid

cloud solutions that deliver compliance,
performance, security, and cost. The
Company operates from Tier lll+ data centers
located in Hillsboro, Portland, Dallas, and
Northern Virginia.

With past performance that includes more
than 25 years of proven results and solutions
that meet PCI-DSS, HIPAA, and SSAE 18

Type II SOC 2 compliance standards, Opus
specializes is helping customers reduce cost
and optimize resources using right sized
solutions and efficient operations.

Hybrid and Multi-Cloud
laaS & OpusCloud
Colocation

DRaaS & Backup
Monitoring

Network

Opus Interactive
Western: 8135 NE Evergreen Parkway
Hillsboro, OR 97124
Eastern: 11680 NE Hayden Road
Manassas, VA 20109
Central: 400 S. Akard
Dallas, TX 75202

X sales@opusinteractive.com
N (503) 972-6677 / (866) 678-7955
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Learn how Opus Interactive can help improve your monitoring.

Visit opusinteractive.com or call us at 866-678-7955.



https://www.opusinteractive.com/iaasandopuscloud/

